
The internet and technology are required aspects of doing business today, but 
cyber threats pose the risk of disrupting business and negatively impacting client 
relationships. That means it’s more important now than ever before to proactively 
take measures to develop a cybersecurity strategy for your commercial real estate 
firm – and one that will effectively protect you, your clients, and your assets.

Read ahead for 5 steps to strengthen data security in your CRE firm.

         Recognize the signs of an email scam 
         Do you recognize the name and email address of the sender? Is it an email  
    you were expecting? On hover, do the links match the text or seem 
    legitimate? Are the emails asking for personal information? Do they include 
    threatening or urgent messages? Do they contain unnecessary attachments? 
    These are all signs that you may have received a phishing email.

             Adopt secure password practices
              Your password should have at least 8 characters, including both upper- and 
    lower-case letters, numbers, and symbols, and it should not contain any 
    words or names. Always use different passwords for each program or 
    system and, when possible, use multi-factor authentication. You should also 
    change your password regularly. And it should go without saying that you 
    should never share your password.

         Make data security a strategic priority
         Decide who is responsible for the initiative and who will own it, both 
    proactively and reactively (should a cyber attack occur). Also identify which 
	 			specific	resources	and	assets	you	need	to	protect	and	where	potential	data	
    security weaknesses may exist.
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    Don’t forget physical security         
	 			Define	roles,	responsibilities,	and	procedures	for	who	can	access	what	data	
	 			and	how.	Does	your	office	have	restricted	access	with	records	of	who	has	
	 			copies	of	keys?	Are	there	surveillance	cameras	at	office	entry	points?	Do	you	
    have a system for securely disposing of hard drives and printed paper that 
	 			could	contain	confidential	info?	Do	remote	and		on-site	employees	lock	up	
    paperwork and devices when not in use?

         Educate and train the team
         Ensure employees understand what constitutes a cyber threat or attack and 
    how to assess these risks. Can they recognize signs of social engineering? Do 
    they know how to prevent attacks? Do they know who to report any issues or 
    concerns to? Remember – not all cyber threats are intentional or external!

        Establish policies and procedures
              Develop a plan for both preventing and mitigating risk. Who do you need to  
    alert? What steps are needed to resolve the issue? Which processes need 
    updated? What external communications are necessary? While hopefully you
    will never need to deploy these procedures, you need to have a plan in place 
    so that if an attack does happen, you can respond as quickly as possible.

         Stay up-to-date on what’s happening in the industry
         The CRE industry has not historically been targeted, but it’s increasingly 
	 			attractive	due	to	firms’	access	to	both	data	and	money.	Where	are	cyber	
    attacks occurring and how are they taking place? What lessons can you learn 
	 			from	other	firms	that	have	experienced	data	security	issues?
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WHAT ARE THE NEXT STEPS?

Investor Management Services (IMS) is the leading investor management platform for CRE 
owners and investment firms. Today, we have over 400 customers who have been able to 
reallocate thousands of hours back to value-add activities for their 50,000+ investors. The IMS 
Platform is being used to calculate $3+ Billion in distributions and $35+ Billion in equity. 

To learn more about how commercial real estate firms have used IMS to save time and
 resources, drive value, and improve the investor experience click here. 

If you are ready to take the next step, schedule a free demo today!
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